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Secure Routing Algorithm Based on Probabilistic
the under Space-Air-Ground-Integrated-network
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Abstract: Aiming at the security problems in the space-air-ground integrated
network, this paper proposes a scheme, which utilizes routing evidence to defend
against flooding attacks and grey hole/black hole attacks. The scheme can detect
malicious nodes in the ad-hoc network to ensure the security and reliability of routing.
This paper overcomes the shortcomings of the existing schemes and can be adaptively
applied in the delay tolerant network such as the space-ground integrated network.
Finally, a simulation platform was built. By means of simulation verification, it is
proved that the scheme can detect more than 90% of the malicious nodes, which
proves the effectiveness of the scheme.

Keywords: Space-ground integrated network; Routing evidence; Flooding attack;
Grey hole attack; Black hole attack
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