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Abstract—Vehicular ad-hoc networks (VANETs) require se-
cure and low-latency authentication to support reliable mes-
sage exchange in dynamic vehicular environments. Although
lattice-based threshold signatures provide post-quantum security
and fault tolerance, existing schemes often suffer from high
computational and communication overhead, which limits their
practical deployment in VANETs. To address this issue, this
paper proposes a Quantum-Resilient Lattice-Based Threshold
Signature (QR-LBTS) framework for efficient post-quantum
VANET authentication. Built upon Crystals-Dilithium and the
RLWE assumption, QR-LBTS is designed to improve authen-
tication efficiency, scalability, and robustness while preserving
strong post-quantum security guarantees. Security is further
analyzed under a unified security model against a quantum
polynomial-time adversary, based on the RLWE assumption and
the statistical indistinguishability of discrete Gaussian sampling.
Security analysis shows that the proposed framework can resist
data injection, man-in-the-middle, data leakage, and side-channel
attacks. Experimental results further demonstrate that QR-LBTS
achieves online signing latency of 0.35 s in the 2-party setting
and 3.91 s in the 12-party setting, outperforming existing schemes
and showing its practicality for threshold-based, security-critical
VANET authentication tasks.

Index Terms—VANETs, Post-Quantum Cryptography, Lattice-
Based Threshold Signature, Distributed Rejection Sampling.

I. INTRODUCTION

W ITH the emerging development of autonomous driving
techniques, vehicular ad-hoc networks (VANETs) face

more frequent and complex message sharing. As shown in
Fig. 1, within VANET communication scenarios, frequent,
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Fig. 1. Threshold signature scheme in traditional VANETs.

low-latency, and trustworthy message exchanges are indis-
pensable among vehicles, roadside infrastructures, and cloud
coordination platforms. Thus, it calls for a higher requirement
for communication with stringent security and low-latency
authentication [1]–[3].

Recent studies [4], [5] have shown that cyber attacks, for
example, identity spoofing, unauthorized message injection,
and replay attacks, can cause severe damage in message
sharing of VANETs, which may compromise the integrity,
confidentiality, and availability of vehicular communications.
Specifically, such attacks can easily lead to severe efficiency
issues (e.g., traffic congestion, unexpected accidents) or even
critical security threats (e.g., privacy leakage, system crashes,
financial loss). Therefore, ensuring reliable and timely authen-
tication has become a fundamental requirement for the reliable
operation of VANETs.

Threshold signatures are a promising candidate authentica-
tion scheme for VANETs, offering advantages over traditional
encryption technologies [6]–[8], including low-latency authen-
tication, scalability, and robustness against malicious attacks.
Among these schemes, lattice-based cryptographic construc-
tions have attracted significant attention as post-quantum so-
lutions, providing inherent resistance to quantum attacks and
broad applicability in areas such as quantum encryption [9],
key exchange [10], and digital signatures [11]. In particular,
lattice-based threshold signature technologies have emerged as
a key research focus due to their combination of efficiency and
strong security in multi-party computation scenarios, making
them well-suited for the high communication demands of
VANETs.

Despite these advantages, practical deployment in highly
dynamic VANET environments remains challenging, espe-
cially when both strong security and timely authentication
must be achieved simultaneously. In this work, we focus on
the authentication layer of VANETs rather than on a generic
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static distributed system. The VANET-specific challenges con-
sidered here arise mainly from three aspects: stringent latency
requirements for safety-relevant message validation, rapidly
changing participant availability due to vehicle mobility and
dynamic topology, and increased communication overhead in
large-scale or wide-area vehicular environments. These charac-
teristics motivate the use of adaptive threshold verification and
localized aggregation in QR-LBTS, so that the protocol can
better accommodate dynamic participation and communication
constraints in vehicular settings.

However, existing lattice-based threshold signature schemes
still face two major challenges in practical deployment: 1)
For security considerations, temporary shared keys and multi-
party interaction phases inherently introduce potential risks,
including unauthorized data injection, man-in-the-middle at-
tacks, temporary secret leakage attack and side-channel attack.
Unauthorized data injection may allow adversaries to forge
traffic-related messages or malicious signature shares, thereby
misleading cooperative decision-making among vehicles and
roadside infrastructures. Man-in-the-middle attacks may oc-
cur during V2V or V2I message forwarding, where adver-
saries intercept, alter, or relay protocol messages to disrupt
authentication correctness. Temporary secret leakage attacks
are particularly dangerous during short-lived signing, share-
exchange, or key-refresh phases, where partial exposure of
ephemeral secrets may be exploited to infer signing infor-
mation or undermine protocol integrity. Side-channel attacks
may further arise from timing, power, or implementation-level
leakage on resource-constrained vehicular devices, creating
additional opportunities for adversaries to recover sensitive
intermediate information. These threats are particularly chal-
lenging to detect and mitigate in large-scale, highly dynamic
vehicular networks where vehicles frequently join and leave
the network. Thus, it is crucial to overcome the aforemen-
tioned security threats in post-quantum VANETs. 2) For the
efficiency part, traditional threshold signature schemes face
significant challenges in computational efficiency and scala-
bility. As the number of vehicles increases, the computational
and communication costs of key generation, signing, and
verification may grow substantially [12]–[14], resulting in
non-negligible overhead. In large-scale distributed vehicular
networks, multi-round interactions and complex multi-party
computations further exacerbate latency, limiting real-time
responsiveness. In wide-area VANETs, the aforementioned
increasing overhead can significantly hinder the deployment
of traditional schemes [15], [16], thereby challenging the
efficiency and usability of VANETs.

To address these challenges, this paper proposes a Quantum-
Resilient Lattice-Based Threshold Signatures (QR-LBTS)
framework for multi-party VANETs. Built upon Crystals-
Dilithium under the RLWE assumption, QR-LBTS aims to
improve the efficiency, scalability, and post-quantum secu-
rity of multi-party vehicular authentication. Unlike a generic
threshold-signature deployment on static nodes, QR-LBTS
is tailored to dynamic VANET environments by coupling
adaptive threshold verification with Local Neighbor Weighted
Computation (NWC), thereby tolerating fluctuating participant
availability and reducing online communication rounds during

multi-party authentication. QR-LBTS is intended for security-
critical threshold authentication tasks, such as RSU-assisted
group authentication, platoon-level authorization, cooperative
event validation, and infrastructure-mediated trust establish-
ment, rather than replacing lightweight per-packet authen-
tication for every high-frequency safety beacon. The main
contributions of this work are summarized as follows:

1) Adaptive threshold configuration. We introduce an
adaptive verification threshold mechanism that allows
rapid validation once at least tv participants approve,
instead of requiring all nodes to engage. When fewer
than tv approvals are obtained, a complete verification
involving at least ts participants is invoked. This two-
tier verification design significantly improves efficiency
and flexibility under dynamic VANET conditions while
preserving the original ts-out-of-n security guarantees
of the underlying threshold signature scheme.

2) Efficient local computation and aggregation. We pro-
pose a Neighbor Weighted Consensus (NWC) for local
weighted computation and effective merging, which sup-
ports the online and offline computation and aggregation.
This method reduces the number of online communica-
tion rounds, lowering latency and communication over-
head, and maintaining scalability even in large VANETs
with multiple vehicles.

3) Enhanced security. To resist the potential attacks
(e.g., data injection, man-in-the-middle, data leakage,
and side-channel attacks), QR-LBTS strengthens com-
putational uniformity and randomness throughout our
designed protocol. In this protocol, we exploit rejec-
tion sampling, signature generation, Number Theoretic
Transform (NTT), followed by a novel shared refresh
mechanism to realize the security goal in VANETs.

According to extensive experiments and security analysis,
our QR-LBTS can defend against data injection, man-in-the-
middle, data leakage, and side-channel attacks, which can also
significantly outperform existing lattice-based threshold signa-
ture schemes [17], [18] in both computation and communica-
tion efficiency. Specifically, with 12 participants, the overall
overhead of QR-LBTS reaches a total of 13.8 s across all the
online key generation and signing phases. The online signing
phase requires 3.91 s, achieving about a 4.45× speedup
over Tang et al. [17]. In addition, the key-generation phase
requires only 3.39 s, corresponding to approximately 0.77
times the key-generation time of Tang et al. [17], highlighting
the scheme’s suitability for threshold-based, security-critical
multi-party authentication tasks in large-scale distributed ve-
hicular systems.

The structure of this paper is as follows: Section II re-
views recent progress in threshold signature technology for
VANETs, Section III introduces the basics of threshold signa-
tures, Section IV provides a detailed description of our QR-
LBTS, including algorithm design, protocol flow and security
analysis, Section V experimentally validates the performance
of our scheme, followed by the conclusion in Section VI.
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II. RELATED WORK

This section reviews recent progress in threshold signa-
ture technology for VANETs, covering four aspects: tradi-
tional threshold signature approaches in VANETs, single-party
and multi-party attribute-based approaches in VANETs, post-
quantum designs in VANETs and comparison of existing
schemes.

A. Traditional Threshold Signature Approaches in VANETs

Firstly, we introduce the traditional threshold signature
approaches in VANETs. For example, Shamir et al. [19]
proposed the pioneering secret sharing scheme, forming the
cornerstone for subsequent threshold signature constructions,
but it incurs high communication overhead and lacks practical
optimization for distributed VANET environments. Boldyreva
et al. [20] introduced an elliptic curve-based threshold sig-
nature, significantly improving computational efficiency and
practical security, yet its reliance on classical hardness as-
sumptions limits long-term resilience against quantum attacks.
In VANETs, such classical schemes have been applied to
authenticate cooperative driving messages and distributed con-
trol signals [21], ensuring low-latency verification and fault-
tolerant message delivery [22]. Nevertheless, in high-mobility
vehicular environments, these schemes remain constrained
in terms of efficiency, scalability, and long-term security,
especially under potential quantum attacks, highlighting the
urgent need for lightweight, post-quantum secure threshold
signature solutions.

B. Single-party and Multi-party Attribute-Based Approaches
in VANETs

In the context of VANETs, existing research on threshold
signatures has extended toward attribute-based and privacy-
preserving designs to address heterogeneous trust levels and
fine-grained message verification. For single-party attribute
schemes, Zhao et al. [23] proposed a Traceable and Forward-
Secure Attribute-Based Signature (TFS-ABS) framework that
derives signing keys from attributes, offering enhanced privacy
guarantees but can introduce computational overhead in dense
scenarios. Susilo et al. [24] developed a threshold attribute-
based anonymous credential system for identity tracing and
revocation, supporting selective verification in distributed en-
vironments, though frequent key updates and revocation man-
agement incur performance costs. Collectively, these works
facilitate privacy-preserving authentication, collaborative man-
agement, and user anonymity [25], yet they still may face
scalability challenges in large-scale, high-mobility VANETs.

For multi-party attribute schemes, lattice-based designs such
as those by Shi et al. [26] and hierarchical identity-based
variants [27] further improve forward security, dynamic user
management, and post-quantum resistance. However, verifica-
tion latency remains a critical bottleneck when the number of
participating vehicles grows, limiting real-time applicability
in cooperative driving scenarios. These efforts collectively
call for more advanced attribute-based threshold signatures for
VANETs, addressing both privacy and security, while requiring

the balance of efficiency, scalability, and robustness under
high-mobility conditions.

C. Post-Quantum Designs in VANETs

To address the threats posed by quantum computing in
future autonomous transportation, post-quantum constructions
have been proposed, including lattice-based linkable ring
signatures [28]–[30] and RLWE-based multi-party signa-
tures [31], providing quantum-resistant solutions for VANETs.
Tang et al. [17] further introduced a lattice-based t-out-
of-n threshold signature scheme supporting distributed key
generation, dynamic assignment, and periodic key refreshing,
making it suitable for secure VANETs message authentication.
Additionally, complementary works on forward-secure lattice
protocols [32]–[34] and post-quantum attribute threshold de-
signs [35]–[37] enhance robustness. Despite these advances
in security and quantum resilience, large-scale applicability
and efficient deployment remain significant challenges in high-
mobility vehicular networks.

In summary, secure and efficient threshold signature
schemes in VANETs are crucial to guarantee real-time mes-
sage authentication, collaborative driving, and fault-tolerant
coordination. Despite progress in efficiency, scalability, and
robustness, existing works still struggle to reconcile strong
quantum resistance with lightweight performance in large-
scale deployments. To address these gaps, our QR-LBTS
framework integrates RLWE-based key generation, MAC-
enabled message sharing, forward-secure key refreshing, and
distributed signing, offering a practical route to secure and
scalable post-quantum threshold signatures in VANETs.

D. Comparison of Existing Schemes

To provide a systematic overview of foundational and clas-
sical threshold signature schemes in VANETs, we summarize
representative works in Tables I and II, which highlight their
efficiency, functionality, and security trade-offs across [17] in
Section A, [19] in Section B, and [23], [29], [30] in Section C.
Shamir et al. [19] achieve low complexity and latency, but lack
scalability and identity-based features, leaving them unsuitable
for dynamic large-scale environments. Tang et al. [17] and
Zhao et al. [23] provide partial functional support but suffer
from higher overhead. Wen et al. [29] and Xie et al. [30]
achieve a better balance between efficiency and scalability,
though identity support is still absent. In terms of security,
as shown in Table II, existing works can resist some threats
such as data injection or man-in-the-middle attacks, but most
remain vulnerable to temporary secret leakage or side-channel
attacks. In contrast, as shown in Table I, our scheme achieves
low complexity and latency while supporting both scalability
and identity-based authentication, and further ensures compre-
hensive protection against all considered attacks.

III. PRELIMINARIES

In this section, we introduce the basic notations, lattice-
based cryptography foundations, and key building blocks
that are essential for understanding the proposed QR-LBTS
scheme.



4

TABLE I
EFFICIENCY AND FUNCTIONALITY COMPARISON OF EXISTING WORKS.

Existing work Efficiency Function

Low complexity Low latency Scalability Identity-based

Tang et al. [17] % % " "

Shamir et al. [19] " " % %

Zhao et al. [23] % " % "

Wen et al. [29] " " " %

Xie et al. [30] " " " %

Our scheme " " " "

TABLE II
SECURITY COMPARISON OF EXISTING WORKS.

Existing work Unauthorized
data injection

Man-in-the-
middle attack

Temporary secret
leakage attack

Side-channel
attack

Tang et al. [17] " " " %

Shamir et al. [19] % % % %

Zhao et al. [23] " % " %

Wen et al. [29] " " % %

Xie et al. [30] " " " %

Our scheme " " " "

A. Notations

We denote n as the polynomial dimension and q as the
prime modulus for operations over the ring Zq[X]/(Xn +1),
with η controlling the standard deviation in discrete Gaussian
sampling [38]. For each participant Pi, si and ti represent the
private and public keys, αi is an auxiliary random polynomial,
Υ(t)(ξ)i and α(ξ)i denote shared MAC values and key shares,
and zi and ci denote partial signature and challenge bits.
Random values r(j) are used for MAC aggregation, while
λi represents the Lagrange coefficient for combining partial
signatures. Continuous samples sai are discretized into dsi via
rejection sampling. All vectors are column vectors, matrices
are bold uppercase letters, and repeated modular operations
and multi-round computations in MAC Message Sharing and
Shared Refresh enhance resistance against tampering and
leakage attacks.

B. Lattice Basics

In Rn [39], a lattice L is defined as the set of all inte-
ger linear combinations of basis vectors b1, . . . ,bn: L =
{
∑n

i=1 cibi | ci ∈ Z}. To construct an efficient quantum-
safe signature, we adopt the RLWE assumption, where in the
polynomial ring Rq = Zq[X]/(XN +1), a public polynomial
a ∈ Rq , a secret polynomial s ∈ Rq , and a discrete Gaussian
error e ∈ Rq satisfy b = a · s + e (mod q), and recovering
s is computationally hard. Related lattice problems include
the Shortest Vector Problem (SVP): minv∈L,v ̸=0 ∥v∥, and the
RLWE problem: given (a, b), finding s in Rq is difficult, where
N denotes the polynomial degree, q the modulus, s and e are
the secret and error polynomials, and ∥ · ∥ is the Euclidean
norm.

C. RLWE Assumption

The RLWE assumption is a variant of LWE defined over
polynomial [40]. Let Rq = Zq[x]/(x

n + 1), and consider a

secret polynomial s(x) ∈ Rq . Given multiple samples of the
form

t(x) = a(x) · s(x) + e(x) mod q, (1)

where a(x) is uniformly random and e(x) is drawn from
a discrete Gaussian, it is computationally hard to recover
s(x) without knowledge of e(x). This hardness underlies the
security of the proposed threshold signature scheme.

D. Discrete Gaussian Sampling and Rejection Sampling

We elaborate on two typical sampling schemes, which are
the discrete Gaussian sampling and the rejection sampling.

Discrete Gaussian Sampling. Discrete Gaussian sampling
is essential for key generation and signature computation.
Given mean µ and standard deviation σ, a discrete Gaussian
distribution over integers is defined as

DZ,σ,µ(x) =
exp(−π(x− µ)2/σ2)∑
y∈Z exp(−π(y − µ)2/σ2)

, x ∈ Z. (2)

This distribution ensures that private keys and noise polynomi-
als have appropriate randomness, which is crucial for resisting
lattice attacks and ensuring security in the RLWE setting [40].

Rejection Sampling. To generate samples conforming to
the discrete Gaussian distribution, rejection sampling is a
typical scheme. Each participant repeatedly draws a candidate
x from a proposal distribution (e.g., uniform or normal), then
accepts it with probability

p = exp

(
− (x− round(x))2

2σ2

)
, (3)

until the desired number of samples is obtained. This method
guarantees that the resulting discrete samples accurately ap-
proximate the Gaussian distribution, which is critical for key
generation, signing, and shared refresh operations in the QR-
LBTS scheme.

IV. QR-LBTS SCHEME

In this section, we mainly introduce the proposed scheme,
including the following parts: system model and design goals,
security model, QR-LBTS system structure, QR-LBTS system
module and the security analysis.

A. System Model and Design Goals

The QR-LBTS framework operates in a multi-party com-
putation environment, aiming to provide secure and efficient
threshold signature generation and verification. The system
involves six core entities, as illustrated in Fig. 2:

• Message: The original information to be transmitted
among participants.

• Vehicle: Entities that receive messages, perform sam-
pling, and prepare partial shares.

• Sampling: Mechanism to select required data elements
from the message for share generation.

• Shares: Secret fragments produced by participants for
later aggregation and verification.

• Ciphertext: Encrypted form of shares or messages to
ensure confidentiality during transmission.
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Fig. 2. Our proposed lattice-based framework for vehicular networks.

• Coordinating Party: Aggregates shares, validates com-
mitment values, and performs conformance checks to
produce the global signature.

The design of QR-LBTS focuses on achieving both effi-
ciency and security:

• Efficiency: The framework supports low-latency thresh-
old signature generation and verification in large-scale
distributed systems. This is realized by reducing com-
munication rounds through local weighted computations
and incremental merging, optimizing polynomial multi-
plications with NTT, and accelerating critical operations
such as discrete Gaussian rejection sampling and shared
refresh. As a result, computational and communication
overheads remain minimal even with a large number of
participants.

• Security: QR-LBTS is constructed to withstand both
classical and post-quantum adversaries, including unau-
thorized data injection, man-in-the-middle attacks, tem-
porary secret leakage attack and side-channel attack. By
employing RLWE-based lattice constructions, Crystals-
Dilithium signature primitives, discrete Gaussian sam-
pling, and a robust shared refresh mechanism, the pro-
tocol guarantees unpredictability of private keys, confi-
dentiality of partial signatures, and overall authenticity,
integrity, and fault tolerance in multi-party computations.

B. Security Model

We define the security of the QR-LBTS scheme by con-
sidering a Quantum Polynomial-Time (QPT) adversary A
attempting to compromise the confidentiality, integrity, and
correctness of the system. The adversary has access to all
public parameters and may perform polynomial-time opera-
tions modulo q. The security is captured via the following
adaptive game:

Setup: The challenger C runs the system setup to generate
public parameters pp, including system-wide constants, mod-
ulus q, Gaussian parameters, and threshold configuration. Par-
ticipants generate their private keys and associated public keys
using discrete Gaussian sampling and compute masked MAC
message shares. Partial signature components are prepared but
not revealed.

TABLE III
SYMBOL DESCRIPTION

Symbol Description

λ Security parameter controlling the overall security level.
n Polynomial dimension in the lattice-based ring.
q Prime modulus for polynomial arithmetic over

Zq[x]/(x
n + 1).

si, αi Participant i’s private and random polynomials used in
KeyGen and signing.

ti Public key of participant i derived from si and αi.
σ(ξ)i MAC message share of participant i at index ξ in the

MAC Message Sharing phase.
λi Lagrange interpolation coefficient for aggregating partial

shares/signatures.
µ, σ Mean and standard deviation for Gaussian sampling.
yi Random polynomial sampled during signing.
ci Challenge bit in signature generation and verification.
zi Partial signature of participant i.
η Noise parameter in RLWE sampling.
σ(ξ) Aggregated global MAC value at index ξ.
ts Signing threshold.
tv Verification threshold.

Queries: A may adaptively query the following oracles:

• PartialShare: A may obtain masked MAC message
shares of a subset of participants,

• PublicKey: A may obtain public keys derived from
private keys via discrete Gaussian sampling,

• PartialSign: A may obtain partial signatures for chosen
messages,

• Refresh: A may observe refreshed shares after random-
ization rounds.

Challenge: A attempts to either:

• recover the original message or secret shares from fewer
than the required threshold of participants,

• infer any participant’s private key from public informa-
tion,

• or forge a valid global signature that passes verification
without collecting enough legitimate partial signatures.

Guess: A outputs a candidate value representing either
a reconstructed share, private key, or forged signature. The
adversary wins if the guess allows recovery of secrets or
passes verification, which would indicate a breach of QR-
LBTS security.

Security Definition: QR-LBTS is secure if, for all QPT
adversaries A, the probability of winning the above game is
negligible in the security parameter λ, i.e.,

Pr[adversary wins] ≤ negl(λ). (4)

This unified model captures all algorithmic phases of QR-
LBTS: masked MAC Message Sharing, discrete Gaussian
KeyGen, Share Refresh, Rejection Sampling, partial Sign, and
global verification. The security relies on the hardness of the
RLWE problem, the statistical indistinguishability of discrete
Gaussian sampling, and threshold enforcement in combining
partial shares and signatures.



6

C. QR-LBTS System Structure

The QR-LBTS framework is organized as a collabora-
tive multi-party threshold-signature workflow, consisting of
Setup, Local Neighbor Weighted Computation (NWC), Key-
Gen, Shared Refresh, MAC Message Sharing, Rejection Sam-
pling, Sign, and Verify. The main symbols used in the QR-
LBTS workflow are summarized in Table III.

Setup initializes the system parameters and participant
states, while Local NWC performs neighborhood-based pre-
aggregation to reduce communication overhead before crypto-
graphic processing. KeyGen establishes the local key material
for each participant, and Shared Refresh updates intermediate
shares to enhance robustness against long-term leakage. MAC
Message Sharing generates authenticated intermediate values
for consistency checking, whereas Rejection Sampling pro-
duces statistically suitable discrete samples for secure lattice-
based operations. Based on these components, Sign combines
at least ts valid partial signatures into a global signature, and
Verify supports adaptive validation through the verification
threshold tv , with fallback to full-threshold checking when
needed.

Overall, this staged design provides an end-to-end work-
flow for secure, scalable, and post-quantum-resistant threshold
authentication in dynamic VANET environments. Detailed
descriptions of each stage are presented in the following
subsection.

D. QR-LBTS System Module

1) Setup: The system is initialized with security parameter
λ, modulus q, and lattice dimension n. A cyclic group structure
and the associated polynomial ring Zq[x]/(x

n + 1) are fixed
for subsequent operations. Each participant Pi is assigned a
unique identifier i ∈ {1, . . . , n} and initializes local random-
ness seeds for sampling. During the setup stage, private key
shares si, random polynomials αi ∼ Uniform(0, q), and error
terms ei are prepared for use in KeyGen. For message authen-
tication, intermediate values σ(ξ)i and the global MAC value
σ(ξ) are defined, where the hash output ci = H({σ(ξ)i})
serves as the challenge in later signing. The random samples
yi drawn from rejection sampling are reserved for computing
partial signatures zi = yi + si · ci, which are then aggregated
into the final signature z. Verification relies on the public
parameters αi, ti = (αi · si + ei) mod q, and the relation
ω1 = ntt(αi · z) versus ω2 = ntt(ti · ci).

2) Local NWC Scheme: To reduce computational over-
head, we introduce a local NWC scheme as an optimization
layer between the Setup and KeyGen phases. Here, the neigh-
borhood relation in NWC is interpreted as a temporary logical
adjacency within a short local aggregation window, rather than
as a persistent physical road-topology assumption. In practice,
the temporary local participant set can be formed from the
currently reachable and authentication-eligible nodes within
the current communication window.

More generally, let Ni(t) denote the temporary neighbor
set (or selected local participant set) of participant Pi at
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Fig. 3. Illustrative local NWC overlay for temporary participant aggregation.

aggregation epoch t. Then the local weighted aggregation can
be written as

ri(t) =
∑

j∈Ni(t)∪{i}

ωij(t) ⟨b(j)(t)⟩, (5)

where ωij(t) is the time-varying aggregation weight associated
with participant j during epoch t. This expression captures
the dynamic availability of neighboring participants caused by
mobility and topology variation in VANETs.

For clarity of exposition and controlled comparison, we
further consider a simplified ordered local-participant case
in which participant i interacts with two adjacent logical
neighbors, denoted by ⟨b(i−1)⟩ and ⟨b(i+1)⟩. Under this special
case, the local weighted computation becomes

ri = ωi−1 · ⟨b(i−1)⟩+ ωi · ⟨b(i)⟩+ ωi+1 · ⟨b(i+1)⟩,

where the i−1/i/i+1 relation represents logical adjacency in
the temporary ordered set rather than a fixed physical neighbor
relation in the road network. Note that the illustrative setting
K = 8 in Fig. 3 follows [17] for controlled comparison and
visualization, and should not be interpreted as implying a
fixed VANET topology or a globally stable neighborhood size
in practical deployment. Under this simplified ordered local-
participant case, the computation process for participants 1 to
8 is given in Eq. (6):

r1
r2
r3
...
r7
r8


=



ω1 ω2 · · · 0 · · · 0

ω1 ω2 ω3 · · ·
. . .

...
0 ω2 ω3 ω4 · · · 0
...

. . . . . . . . . . . .
...

... · · · 0 ω6 ω7 ω8

0 · · · · · · 0 ω7 ω8





⟨b(1)⟩
⟨b(2)⟩
⟨b(3)⟩
⟨b(4)⟩

...
⟨b(8)⟩


. (6)

Algorithm 1 provides the corresponding illustrative procedure.

Importantly, these merging rounds are performed within
a short local aggregation epoch associated with the current
authentication process, rather than as a long-lived consen-
sus procedure over a permanently stable vehicular topology.
Therefore, the scheme only requires temporary availability of
a local participant set during the current round, which is more
compatible with the transient nature of VANET interactions.
Here, ∥ denotes a local merge operation between intermediate
aggregation results.

In each round of computation, participants merge their local
results progressively until the global computation result is
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Algorithm 1 Local NWC Scheme

1: Input: Local data ⟨b(j)⟩ and aggregation weights
2: Output: Global result Q
3: All participants in the temporary local set prepare local

data ⟨b(j)⟩ and aggregation weights
4: Generate:
5: for each participant Pi do
6: Compute local weighted result:

ri = ωi−1 · ⟨b(i−1)⟩+ ωi · ⟨b(i)⟩+ ωi+1 · ⟨b(i+1)⟩

7: end for
8: Perform step-by-step merging
9: First round: Merge ri results pairwise

10: Second round: Merge intermediate results
11: Third round: Final merge to obtain Q
12: Output Q and broadcast it within the current local aggre-

gation set

obtained. Specifically, the first round merges adjacent interme-
diate results, the second round further combines the first-round
outputs, and the third round produces the global result Q. To
illustrate the procedure, we give the following example:

1) First round: r′1 = r1∥r2, r′2 = r3∥r4, r′3 = r5∥r6, r′4 =
r7∥r8.

2) Second round: r′′1 = r′1∥r′2, r′′2 = r′3∥r′4.
3) Third round: Q = r′′1∥r′′2 .

Compared to the traditional method, our computation-
merging strategy reduces the communication rounds to 10.
Under the same illustrative setting, this is comparable to
the model in [17], while still serving as an effective lo-
cal pre-aggregation mechanism for the subsequent crypto-
graphic stages. In summary, the NWC scheme acts as a
pre-aggregation step that balances local computation and
global synchronization, enabling subsequent cryptographic
phases—such as KeyGen, Shared Refresh, and MAC Message
Sharing—to operate on efficiently fused and noise-tolerant
data, thereby improving the overall stability and scalability
of the distributed protocol.

3) KeyGen: In this phase, each participant Pi generates
a private key Si, the security of which relies on using the
RLWE sampling method to sample from a discrete Gaussian
distribution. Specifically, the private key generation process
is as follows: si = RLWE(0, η, n), where η is the coefficient
range that controls the standard deviation of the sampling, and
n is the polynomial dimension. Then, each participant Pi gen-
erates a random polynomial αi, whose coefficients are sampled
from a uniform distribution modulo q: αi ∼ Uniform(0, q),
where q is a large prime, used as the modulus to ensure
the correctness of polynomial operations and the structural
integrity of the finite field. Participant Pi computes the corre-
sponding public key ti = (αi · si +RLWE(0, η, n)) mod q.
Here, · denotes the polynomial multiplication operation. This
computation produces the participant’s encryption part. The
term RLWE(0, η, n) is used to generate the error component,
introducing moderate noise to ensure security and resistance
to attacks. Finally, the key pair (ai, si) is obtained and shared

Algorithm 2 Shared Refresh Protocol
1: Input: Shares {shi}
2: Output: Refreshed shares {rsi}
3: Initialize: shares = {shi}
4: Generate random values: random_sharei
5: Modify: Initialize msi = {}
6: for each i, shi in shares do
7: rsi = rv[i]
8: msi = (shi + rsi) mod q
9: rmi ∼ Uniform(0, q)

10: m’si = (msi × rmi) mod q
11: ms[i] = msi
12: end for
13: Multiple rounds of calculations: Initialize rsi = {}
14: for each i, msi in modified_shares do
15: for j = 1 to 5 do
16: rai ∼ Uniform(0, q)
17: m”si = (msi + rai) mod q
18: rm_newi ∼ Uniform(0, q)
19: m”’si = (msi × rm_newi) mod q
20: end for
21: rs[i] = msi
22: end for
23: return rsi, r’si

with other participants.
4) Shared Refresh: In this phase, the calculation com-

plexity is increased by performing complex transformations
and modifications on each shared value, thereby enhancing
attack resistance. The details are as described in Algorithm 2.
In specific, suppose a set of shared values {shi} is obtained
from the previous phase, with each shi containing n elements,
representing the shared value of the i-th participant, originating
from the original secret sharing. For each shared rsi, a random
value rsi is generated, sampled from a uniform distribution
modulo q: rsi ∼ Uniform(0, q). Then, the shares are modified
by performing a series of complex modular operations. First,
an addition operation is performed: msi = (shi + rsi) mod q,
followed by a multiplication operation to increase the compu-
tational complexity: m’si = (msi × rmi) mod q, where rmi is
a value randomly sampled modulo q. Subsequently, multiple
rounds of computation are performed: for each modified share,
multiple rounds of modular addition and modular multiplica-
tion are executed. Each round of operations is given by

rsi = (msi + rai) mod q, (7)

followed by

rs′i = (rsi × rm_newi) mod q. (8)

These steps are repeated multiple times (executed 5 times
in the code), with new random addends and multiplication
factors used in each iteration to increase the complexity of
the operations. Finally, each shared value shi is transformed
into a rsi, thereby increasing computational complexity and
enhancing security.
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5) MAC Message Sharing: To generate shared MAC val-
ues for each participant and perform the necessary computa-
tions to ensure message integrity, each participant Pi obtains
the message, and extracts shares from its shared MAC value,
denoted as Υ(t)(1)i, . . . ,Υ(t)(m)i, and the pre-processed
MAC key share, denoted as αi = (α(1)i, . . . , α(m)i). As
shown in Fig. 1, the participants jointly generate a ran-
dom vector, denoted as r(1), . . . , r(v), and compute tr =∑v

j=1 r(j) · t(j) mod q. where, t(j) is the message portion
of participant j, and r(j) is the randomly sampled coefficient.
For each ξ ∈ [m], each participant Pi performs the following
calculation:

1) We split the MAC share Υ(t)(ξ)i into
(Υ(t)(ξ)i, . . . ,Υ(v)(ξ)i), and compute Υ(ξ)i =∑v

j=1 r(j) ·Υ(t(j))(ξ)i mod q.

2) Then, we calculate σ(ξ)i = λi,[n] ·
(Υ(ξ)i − α(ξ)i · tr) mod q, where λi,[n] =

∏
j∈[n],j ̸=i

j
j−i is

the Lagrange coefficient.

Each participant Pi computes ci = H
(
{σ(ξ)i}mξ=1

)
, where

H is the hash function, and the generated hash value ci is
used as the current participant’s MAC value. Each partici-
pant broadcasts {σ(ξ)i}mξ=1 and verifies the following con-

sistency condition: H
(
{σ(ξ)ī}

m
ξ=1

)
= cī, for all ī ̸= i. If

the consistency check fails, output 0 and terminate. Finally,
all participants compute the globally shared signature value
σ(ξ) =

∑n
i=1 σ(ξ)i mod q, for ξ ∈ [m]. The final MAC value

share σ(ξ) is used for subsequent verification and usage, i.e.,
if all σ(ξ) = 0 for each ξ ∈ [m], output 1, indicating that
all MAC values are valid. Otherwise, output 0, indicating the
discovery of inconsistency or fraud.

6) Reject Sampling: In this phase, we raise computa-
tional complexity by applying statistically-aware sampling
and validation steps to each secret-dependent value, thereby
improving resistance to statistical and side-channel attacks. To
sample from a discrete Gaussian distribution, generate random
numbers tied to the private key and use rejection sampling to
ensure the produced samples conform to the target distribution.
We carefully show the process in Algorithm 3. The parameters
received by the participants during the sampling phase are
given, such as mean µ, standard deviation σ, and sample
size n (corresponding to the polynomial dimension). These
parameters are provided by the protocol and determine the
distribution characteristics of the samples. To sample from
the discrete Gaussian distribution and generate random num-
bers related to the private key, this process is based on the
standard normal distribution and uses the rejection sampling
method to convert the sample into discrete values, denoted as
sai ∼ N (µ, σ) for each Pi. Each participant Pi, given the
mean µ and standard deviation σ, independently generates a
sample set of size n from the normal distribution, denoted as
sai = Sample from normal distribution(µ, σ, n). Then, each
sample is rounded to map it to the integer space, ensuring it
conforms to the discrete nature of the key. This step produces
the discretized sample, denoted as dsi = round(sai). For each
sample, participant Pi calculates the acceptance probability
pi based on the difference between the sample value and the

Algorithm 3 Rejection Sampling Protocol
1: Input: Mean µ, standard deviation σ, sample size n
2: Output: Discrete as
3: Initialize: Set µ, σ, and n
4: Sampling Phase:
5: for each participant Pi do
6: Generate samples: sai ← Sample from normal distri-

bution (µ, σ, n)
7: Discretize samples: dsi ← round(sai)
8: Compute acceptance probability:

pi ← exp
(
− (sai − dsi)2

2σ2

)
9: repeat

10: Generate ri ← U(0, 1)
11: Set aci ← (ri < pi)
12: if aci is False then
13: Resample: regenerate sai and recompute
14: end if
15: until aci is True
16: asi ← dsi
17: end for
18: return asi for all Pi

discretized sample value, as shown in Equation (9):

pi = exp

(
− (sai − dsi)2

2σ2

)
. (9)

Each participant Pi generates a random number from a uni-
form distribution to decide whether to accept the sample:
generate a random number ri from the uniform distribution
U(0, 1), denoted as ri ∼ U(0, 1). If the random number
ri is less than the acceptance probability pi, the sample is
accepted, otherwise, the sample is rejected and resampled, as
determined by aci = (ri < pi). Each participant Pi repeats the
sampling and acceptance steps until the accepted sample meets
the required criteria. The rejection sampling process ends only
when all Pi acceptance criteria are met. If all participants pass
the acceptance judgment, the rejection sampling process ends,
and the accepted discretized samples are used as part of the
key, passing to subsequent operations, denoted as asi = dsi if
aci = 1.

7) Sign: We propose the distributed signature protocol in
which participants generate partial signatures of a message
and then merge them into the final signature with a threshold-
based aggregation. Specifically, each participant Pi receives
parameters from the MAC Message Sharing stage, the Shared
Refresh stage, and the KeyGen stage: message, cv, and (si, ai),
as input to generate the partial signature of the message.

1) Commitment check: Each participant Pi computes the
commitment value commitment(message) and compares it
with the received cv. If they do not match, the signing process
terminates for this participant.

2) Partial signature generation: Each participant samples
yi ∼ RS(0, 2d, n) from the discrete Gaussian distribution.
Then, compute ωi = NTT(αi × yi) and select challenge bit
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Algorithm 4 Verify Protocol
1: Input: ts (signing threshold), tv (verification threshold),

message, z, ci, α, cv
2: Output: 1 (valid) or 0 (invalid)
3: Each Pi receives message, cv, challenge ci, signature z,

and ti
4: Step 1: Verify commitment:
5: ck ← (commitment(message) == cv)
6: if ck is False then
7: Abort and output 0
8: end if
9: Step 2: Compute verification values:

10: ω1 ← ntt(poly_mul_mod(α, z))
11: ω2 ← ntt(poly_mul_mod(ti, ci))
12: verify_checki ← (modq(ω1 − ω2) == 0)
13: Step 3: Adaptive threshold validation:
14: Collect verify_checki results from all participating veri-

fiers
15: if number of True verify_checki ≥ tv then
16: Return: 1 (signature is valid)
17: else
18: Optionally trigger full verification with at least ts

participants
19: if full verification passes then
20: Return: 1
21: else
22: Return: 0 (signature is invalid)
23: end if
24: end if

ci ∼ Uniform([−1, 0, 1], n, p). Finally, generate the partial
signature zi = yi + (si × ci).

3) Broadcast partial signatures: Each participant broadcasts
(zi, ci) to other participants.

4) Threshold aggregation: Once at least ts participants have
shared their partial signatures, combine them using Lagrange
interpolation: z =

∑
i∈S λi× zi mod q, where S is the subset

of signers with |S| ≥ ts and λi are the Lagrange coefficients.
This ensures that the final signature is valid even if not all
participants contribute, reflecting the signing threshold ts. The
final signature z is thus jointly produced by the participating
signers and ready for verification.

8) Verify: Each participant Pi receives message, cv, ci,
αi, z, and ti from the relevant protocol stages. Verification
proceeds as follows:

1) Commitment check: Compute commitment(message) and
compare with cv. If the mismatch occurs, terminate verifica-
tion for this participant.

2) Compute verification values:

verify_checki = modq(ω1 − ω2)

= modq

(
ntt(poly_mul_mod(α, z)

− poly_mul_mod(t, c))
)
. (10)

3) Adaptive threshold validation: The signature is consid-
ered valid if at least tv participants (tv ≤ ts) report ω1 = ω2.
If fewer than tv participants pass, trigger full verification
requiring at least ts verification participants.

4) Output result: If the threshold condition is met, output
"valid". Otherwise, output "invalid" and optionally invoke
complete verification. To maintain consistency and security
between signing and verification, the thresholds must satisfy
1 ≤ tv ≤ ts ≤ n. In practice, tv can be defined as a fraction
of ts, such that tv = ⌊β · ts⌋ with 0 < β ≤ 1, where
β = 1 enforces strict full-threshold verification and smaller
β values enable early validation with reduced computational
cost. Regardless of β, the correctness of the final signature
remains bound by the ts-out-of-n security guarantee.

This design integrates the adaptive threshold mechanism
directly into both signing and verification, allowing flexible
participation while preserving the ts-out-of-n security guaran-
tees.

E. Security Analysis
We analyze the security of our QR-LBTS scheme under the

unified security model. Let A be a quantum polynomial-time
adversary with access to public parameters and polynomial-
time oracles. The security relies on the hardness of lattice
problems–RLWE and the statistical properties of discrete
Gaussian sampling.

Theorem 1 (Confidentiality of Partial Shares and Keys). Un-
der the RLWE assumption and statistical indistinguishability of
discrete Gaussian samples, any adversary A with fewer than
the threshold number of shares cannot recover private keys or
MAC message shares, except with negligible probability.

Proof. Each share is masked with independent random
vectors and combined using Lagrange coefficients. Private
keys (si) are sampled from a discrete Gaussian and public
keys are computed as ti = αi · si + ei mod q. By the RLWE
hardness, recovering si from ti is infeasible. The randomness
of masks and share combinations ensures that any subset
of fewer than n shares provides no meaningful information.
Therefore, the probability of reconstructing secrets is negligi-
ble: Pr[recover si or MAC share] ≤ negl(λ).

Theorem 2 (Robustness of Share Refresh and Rejection
Sampling). After multiple rounds of share refresh and discrete
Gaussian rejection sampling, refreshed shares and sampled
values remain statistically indistinguishable from uniform or
ideal Gaussian distributions, preventing biasing or leakage by
an adversary.

Proof. Refreshed shares are computed via modular addition
and multiplication with independent random vectors. Rejec-
tion sampling ensures that accepted discrete samples closely
approximate Gaussian distributions. Any adversary attempting
to bias or distinguish the samples would need to break the
statistical properties of discrete Gaussian distributions or invert
the modular transformations, which is negligible under the
RLWE assumption: Pr[bias or predict samples] ≤ negl(λ).

Theorem 3 (Unforgeability of Partial and Global Signa-
tures). Without access to at least ts valid partial signatures, a
quantum adversary cannot forge a valid global signature.

Proof. Partial signatures zi are generated using pri-
vate keys, random masks, and challenge-dependent coeffi-
cients. The threshold property guarantees that fewer than
n legitimate partial signatures cannot reconstruct a cor-
rect global signature. Forging z requires either predicting
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discrete Gaussian samples or solving RLWE instances to
recover si. Both of which are negligible in probability:
Pr[forge global signature without threshold] ≤ negl(λ).

Theorem 4 (Verification Integrity). The usage of public
keys, challenge bits, and the global signature in verification
ensures that no adversary can pass the modular checks without
sufficient legitimate partial signatures.

Proof. Verification computes modular equalities derived
from public keys and combined partial signatures. Any in-
correct or incomplete signature fails these checks unless the
adversary can invert RLWE transformations or guess dis-
crete Gaussian samples correctly, which occurs with negligi-
ble probability: Pr[pass verification with invalid signature] ≤
negl(λ).

Parameter Guidance. The selection of modulus q, lattice
dimensions n,m, Gaussian width η, and threshold n such that
n · η ≫

√
log n and q ≫ max(coefficients) ensures RLWE

hardness and statistical indistinguishability.
Under the above assumptions, our QR-LBTS scheme

achieves quantum-resistant security for shared confidentiality,
sample robustness, partial and global signature integrity, and
threshold verification.

V. EXPERIMENT

In this section, we conduct an in-depth analysis of the
performance of the key generation, signing, shared refresh,
rejection sampling, and other related stages in the proposed
scheme.

A. Overall Performance

The experiment was conducted on a Windows 11 operating
system, using a 12th Gen Intel(R) Core(TM) i7-12700H 2.30
GHz processor, with Python 3.10 for simulation. The exper-
iment is conducted in a LAN environment with 16 threads
operating in parallel.

Compared with the TSS lattice [41] and Tang et al. [17],
our QR-LBTS scheme demonstrates significantly superior
computational efficiency. Across different party sizes from 2
to 12, the KeyGen and Sign phases remain within 1.23–3.39 s
and 0.18–1.14 s, respectively, highlighting its lightweight and
scalable design. The Share Refresh and Reject Sampling
also introduce only minimal overhead, further confirming
the scheme’s practicality in dynamic multiparty settings. In
contrast, the TSS scheme [41] incurs considerably higher
computational costs, particularly in the 12-party case, where
the KeyGen and Sign phases reach 4.94 s and 12.87 s, respec-
tively. Likewise, Tang et al.’s scheme [17] exhibits substantial
overhead, with KeyGen and Sign times of 4.38 s and 17.4 s
in the 12-party case.

B. Performance Analysis

Parameter Settings. The parameter settings in Table IV are
selected with reference to Tang et al. [17] and are designed to
achieve a security strength of 123 classical bits and 112 quan-
tum bits. The selection of these parameters takes into account
the security requirements under both classical and quantum

TABLE IV
PARAMETER SETTING

Parameters N q d τ η (K, l)

Values 256 8,380,417 13 60 2 (4, 4)

threat models, ensuring that the proposed scheme provides
robust protection against both traditional and quantum attacks.
The specific meanings and explanations of these parameters
can be found in the detailed description in Table III.

Our online-phase experiments were implemented on the
Alibaba Cloud platform. In this work, we focus on the
configuration and performance evaluation of the proposed au-
thentication algorithm in the existing deployment environment,
rather than on the dedicated design or reimplementation of the
underlying wireless communication stack itself. Accordingly,
the current evaluation should be interpreted as a protocol-level
assessment of QR-LBTS at the authentication layer. Under
this evaluation setting, our online-phase experiments were
conducted in two network environments: LAN and WAN. In
the LAN network, we set up 12 nodes in a group for the
experiment, while in the WAN network, each group consisted
of three nodes located in different cities, simulating inter-city
network communication. In order to simulate network latency
across different environments, we deployed our tests on the
Alibaba Cloud platform. By tuning environment variables, we
were able to replicate the characteristics of both LAN and
WAN environments.

In the LAN environment, we set the bandwidth to 400 Mbps
and the delay to 0.3 ms, reflecting the characteristics of low la-
tency and high bandwidth typical of local area networks. In the
WAN environment, the bandwidth was set to 352 Mbps, and
the delay was set to 40 ms, simulating the higher latency and
slightly lower bandwidth found in wide area networks. These
experimental setups aim to accurately assess the algorithm’s
performance under different network conditions, particularly
focusing on the impact of network bandwidth and latency on
communication efficiency and response time.

Computational overhead. We compare the proposed QR-
LBTS scheme with Tang et al. ( [17]), TSS [41], and the
ML-DSA baseline in terms of the execution time of KeyGen,
Sign, Share Refresh, and Reject Sampling under different
numbers of participants, as shown in Figs. 4a–4d. The results
show that the proposed QR-LBTS scheme provides the most
favorable overall efficiency–scalability trade-off for multi-
party threshold signing. In particular, in the Sign phase,
QR-LBTS consistently achieves the lowest runtime among
all compared schemes, and its growth trend remains much
smoother as the number of participants increases, demon-
strating clear advantages in signing efficiency and scalability.
In the KeyGen phase, the proposed scheme also maintains
competitive performance and remains markedly more efficient
than the ML-DSA baseline, while avoiding the pronounced
growth observed in Tang et al. ( [17]) as the system scale
increases. For Share Refresh, although ML-DSA exhibits a
lighter runtime profile, QR-LBTS shows a nearly stable execu-
tion time across different party sizes and remains substantially
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Fig. 4. Computational overhead of different protocols in the KeyGen, Sign, Share Refresh, and Reject phases.

more efficient than Tang et al. ( [17]), indicating better consis-
tency in threshold maintenance. A similar observation holds
for the Reject Sampling phase: while ML-DSA is slightly
faster in absolute runtime, the proposed QR-LBTS scheme
still preserves competitive efficiency and outperforms Tang et
al. ( [17]) at larger party sizes. Compared with TSS [41],
QR-LBTS further avoids the sharp overhead escalation in
the Sign phase, which is especially important for large-
scale and latency-sensitive threshold-signature deployments.
Overall, these results suggest that the proposed QR-LBTS
scheme is better suited to practical multi-party settings, since it
achieves lower online signing cost, competitive key-generation
efficiency, and more stable scaling behavior across the core
protocol phases. Although a visible increase in runtime appears
when the number of participants reaches 10, further analysis
shows that this fluctuation is caused by an isolated signature
verification failure during the multi-party threshold signing
process. This temporary overhead increase does not change the
overall trend, but rather reflects the robustness cost incurred to
preserve correctness in practical threshold-signature execution.

Communication cost. Table V summarizes the communica-
tion costs of the compared protocols. Tang et al.’s scheme [17]
has a relatively simple structure and is suitable for small-scale
scenarios, but its Sign and Reject costs grow with the security
parameter and the number of signing-related components. The
TSS lattice scheme [41] provides stronger threshold func-
tionality, but its communication expressions involve quadratic
terms such as n2 and k2m, which may limit its scalability in
large-scale deployments.

The ML-DSA-based scheme introduces a modern
Dilithium-style lattice baseline, with KeyGen cost determined
by the matrix-vector structure (kdld + kd + ld)n and
ShareRefresh cost growing as (kd + ld)mn. In comparison,
the proposed QR-LBTS scheme adopts a more balanced
communication structure across the major protocol phases.
Its KeyGen and Sign costs are both given by kn + n log n,
while ShareRefresh and Reject remain linear in the dominant
system parameters. Although QR-LBTS is not the strict
minimum in every individual phase, it avoids the quadratic
communication terms that appear in TSS and maintains
a more regular threshold-oriented cost profile than the
other baselines. Therefore, QR-LBTS offers a favorable
balance between communication efficiency, scalability, and
deployment practicality in multiparty authentication scenarios.

Table VI reports the communication rounds required by
Tang et al. [17], TSS [41], ML-DSA, and the proposed
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Fig. 5. The running times of the distributed key generation and signing phases
over LAN.

scheme to complete the (t, n) threshold signature. Tang et al.’s
scheme requires relatively few rounds in small-scale settings,
with KeyGen and Sign depending logarithmically on nq ,
although the signing phase still introduces additional constant
interaction rounds. The TSS lattice scheme has higher round
complexity, especially in the Sign and Reject phases, where
the number of rounds increases with n, m, and k, which may
reduce efficiency in large-scale deployments.

The ML-DSA-based scheme serves as a modern Dilithium-
style baseline. Its KeyGen and ShareRefresh phases require m
rounds, and its Sign phase requires t+1 rounds due to the in-
volvement of t signers and an additional aggregation/broadcast
step. By comparison, the proposed QR-LBTS scheme uses k
rounds for both KeyGen and Sign, while maintaining a fixed
10-round Reject phase. This gives QR-LBTS a more regular
communication pattern in the main online stages.

Although the ShareRefresh phase of QR-LBTS requires
5m rounds, this operation is invoked less frequently than
online signing in practical deployments. More importantly,
QR-LBTS keeps the key-generation and signing procedures
structurally simple, while avoiding the heavier round growth
of TSS in the online phases. Overall, the proposed scheme
provides a better balance between communication efficiency,
scalability, and threshold-oriented practicality, making it more
suitable for large-scale and dynamic multiparty authentication
environments.

Performance of QR-LBTS in LAN environment. As
illustrated in Fig. 5, we compare the online KeyGen and Sign
performance of QR-LBTS with the TSS lattice algorithm [41],
Tang et al. [17], and ML-DSA under the LAN setting. Overall,
QR-LBTS achieves the most balanced online efficiency among
the compared schemes. In the KeyGen phase, QR-LBTS
remains within 0.98–5.60 s as the number of parties increases
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TABLE V
COMMUNICATION COST OF EACH PROTOCOL

Protocol KeyGen ShareRefresh Sign Reject

Ref. [17] 2λnq nq log2 nq (2(k + 1)λ+ 3k)nq 2(k + 1)λnq

TSS [41] k · l + k ·m+ t · n+ n log q + n2 n2 + n log q n2

p
+ n log q k2 ·m+m log q

ML-DSA (kdld + kd + ld)n (kd + ld)mn (kd + ld)n+ λ n
Our Scheme k · n+ n logn 5 ·m · n k · n+ n logn k · n

TABLE VI
ROUNDS OF EACH PROTOCOL

Protocol KeyGen ShareRefresh Sign Reject

Ref. [17] log2 nq 2 log2 nq 2 log2 nq + 5 10
TSS [41] logn+ 1 logn+ 2 n+ 2 m+ log k
ML-DSA m m t+ 1 10
Our Scheme k 5 ·m k 10

TABLE VII
COMPARISON OF DIFFERENT PROTOCOLS ON LAN

Schemes Runtime (s) Threshold

Tang et al. Sign [17] 0.5 t ≤ n
TSS lattice KeyGen [41] 9.56 t = n
TSS lattice Sign [41] 0.71 t = n
ML-DSA Sign 0.57 t ≤ n
ML-DSA KeyGen 4.17 t ≤ n
Our Sign 0.22 t ≤ n
Our KeyGen 1.3 t ≤ n

from 2 to 10, which is substantially lower than TSS lattice at
9.42–12.51 s and also lower than ML-DSA at 4.17–6.19 s. At
the 10-party scale, QR-LBTS reduces the KeyGen overhead
by approximately 1.68× compared with TSS lattice and 1.11×
compared with ML-DSA. Although Tang et al. [17] has a
lower KeyGen time in small-scale settings, its advantage is
offset by much higher signing overhead.

More importantly, QR-LBTS shows a clear advantage in
the Sign phase, which is the more frequently executed online
operation in practical authentication scenarios. Its signing time
increases only from 0.22 s to 0.96 s, remaining below 1 s even
with 10 parties. By contrast, TSS lattice ranges from 0.70 s to
1.46 s, Tang et al. [17] increases sharply from 0.44 s to 5.80 s,
and ML-DSA grows from 0.53 s to 2.04 s. At 10 parties, QR-
LBTS is approximately 1.26× faster than TSS lattice, 6.04×
faster than Tang et al. [17], and 2.13× faster than ML-DSA
in the Sign phase.

These results indicate that QR-LBTS does not merely
optimize a single phase, but provides a more practical trade-off
between key generation and signing efficiency. Compared with
TSS lattice and ML-DSA, QR-LBTS significantly reduces
KeyGen overhead, while compared with Tang et al. [17], it
avoids the rapid growth of signing latency as the number of
parties increases. Therefore, QR-LBTS offers stronger overall
online performance, better scalability, and higher suitability
for LAN-based multiparty authentication scenarios.

Table VII compares the performance of different algorithms
during the KeyGen and Sign phases under the LAN setting.
Since [17] has already compared the distributed rejection
sampling process using Garbled Circuits (GC), this process
is not repeated in the present study. As shown in the table,
our algorithm achieves superior efficiency in the Sign phase,
requiring only 0.22 s, which is about 2.3 times faster than
Tang et al. [17] and about 2.6 times faster than ML-DSA.
In the KeyGen phase, our scheme requires 1.3 s, which is
significantly lower than TSS lattice [41] at 9.56 s and ML-
DSA at 4.17 s, corresponding to approximately 7.4× and 3.2×
improvements, respectively. These results indicate that our
scheme not only supports flexible threshold access structures
with t ≤ n, but also achieves lower online overhead than
existing schemes, including Tang et al. [17], TSS lattice [41],
and ML-DSA, demonstrating better scalability and practicality
in LAN-based multiparty authentication scenarios.

Performance of QR-LBTS in WAN environment. In Ta-
ble VIII, we present the execution times of the protocols under
two different threshold settings in the WAN environment.
Compared with ML-DSA, QR-LBTS shows clear advantages
in all phases. For the (2, 2) setting, our scheme reduces the
KeyGen time from 4.81 s to 0.33 s, the Sign time from 1.38 s
to 0.12 s, and the ShareRefresh time from 1.44 s to 0.09 s. For
the (2, 3) setting, QR-LBTS also remains significantly faster,
requiring only 0.55 s for KeyGen, 0.17 s for Sign, and 0.13 s
for ShareRefresh, compared with 7.16 s, 1.73 s, and 2.02 s
for ML-DSA, respectively. These results show that QR-LBTS
maintains much lower latency and better stability under WAN
conditions, especially in the online Sign and ShareRefresh
phases. This advantage is mainly attributed to the design of
our protocol, which shifts most computational overhead to
local processing and reduces costly online interactions, thereby
improving scalability and practicality in distributed threshold
authentication scenarios.

Table IX demonstrates the improvement of our distributed
Sign protocol under both LAN and WAN settings compared
with GMPC and existing works. Compared with Tang et
al. [17], TSS [41], and ML-DSA, our scheme maintains the
minimum communication rounds while achieving the best
runtime performance. Specifically, our Sign protocol requires
only 0.18 s in LAN and 0.17 s in WAN, whereas ML-DSA
requires 0.57 s and 1.73 s, respectively. This means that our
scheme is about 3.2× faster than ML-DSA in LAN and about
10.2× faster in WAN, showing stronger robustness against
network-latency variation. These results demonstrate that our
scheme provides lower signing latency, fewer communication
rounds, and better practicality for distributed threshold signing.
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TABLE VIII
THE RUN TIMES OF OUR PROTOCOL OVER WAN

Schemes Threshold (t, n) KeyGen (s) Sign (s) Share Refresh (s)

Tang et al. [17] (2,2) 0.36 1.5 0.27
(2,3) 0.59 0.53 1.65

TSS lattice [41] (2,2) 8.32 3.32 6.53
(2,3) 4.79 2.07 3.42

ML-DSA (2,2) 4.81 1.38 1.44
(2,3) 7.16 1.73 2.02

Our scheme (2,2) 0.33 0.12 0.09
(2,3) 0.55 0.17 0.13

TABLE IX
PERFORMANCE COMPARISON OF OUR SIGN WITH UNIVERSAL MPC, AND

EXISTING WORKS AT THE 2/3 THRESHOLD SETTING

Protocol Runtime (s) Rounds
LAN WAN

GMPC-Sign 12.4 15.7 60
Tang et al. Sign [17] 0.5 1.65 15
TSS Sign [41] 0.71 3.32 10
ML-DSA Sign 0.57 1.73 10
Our Sign 0.18 0.17 10

VI. CONCLUSION

This paper proposes a quantum-resilient lattice-based
threshold signature framework (QR-LBTS) built upon
Crystals-Dilithium and RLWE assumptions, targeting the strin-
gent low-latency and high-security requirements of vehicular
networks. Our system innovates in threshold adaptability,
consensus-based computation, and protocol-level security rein-
forcement to realize the reduction of communication overhead
and the enhancement of security. By incorporating flexible
(t, n) threshold configurations with adaptive signer selection,
neighbor-weighted consensus for local computation and aggre-
gation, and enhanced security mechanisms such as distributed
rejection sampling and a share refresh process, QR-LBTS
effectively reduces communication overhead and enhances
scalability. Experimental results demonstrate that QR-LBTS
achieves favorable online signing performance and scalability
for threshold-based, security-critical VANET authentication
tasks.

A current limitation of this work is that the VANET-
specific modeling is mainly reflected at the authentication
and communication level. Richer vehicular features, such as
realistic mobility traces, routing dynamics, and cross-layer
integration with practical vehicular networking stacks, remain
to be incorporated. Accordingly, future work will focus on
extending QR-LBTS to more heterogeneous and large-scale
vehicular settings, especially under higher mobility, more
dynamic topology changes, and less stable communication
conditions. We also plan to further investigate implementation-
level optimization and real-world deployment issues, including
tighter protocol integration with practical vehicular communi-
cation systems and more comprehensive evaluation in realistic

WAN environments.
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